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Abstract: Food Logistics 4.0 is a term derived from Industry 4.0 focusing on all the aspects of
food logistics management based on cyber-physical systems. It states that real-time information
and the interconnectivity of things, supplemented with novel technologies will revolutionise and
improve the way food logistics is carried out. It has tremendous potential in terms of bringing
transparency, swift delivery of food at reduced cost, flexibility, and capability to deliver the right
quality product at the right place and at the right time. This paper discusses the vital technologies
within Food Logistics 4.0 and the opportunities and challenges in this regard. It focuses primarily on
food logistics, including resource planning, warehouse management, transportation management,
predictive maintenance, and data security. Internet of Things, Blockchain, Robotics and Automation
and artificial intelligence are some of the technologies discussed.
Keywords: additive manufacturing (3D printing); artificial intelligence; augmented reality; big data;
Blockchain; cybersecurity; food logistics; Industry 4.0; internet of things; robotics and automation
1. Introduction
Industry 4.0 is a term derived from the German word Industrie 4.0 which originated
in 2011 at the Hannover trade fair [1]. It was a German government high-tech strategy
to promote digitalisation/computerisation of manufacturing and increase automation
compared to the third industrial revolution. Industry 4.0 was initially based on nine
pillars [2] which are as follows: Robotics and automation, Big data, Simulation, System
integration, Internet of Things, Cybersecurity, the Cloud, Additive manufacturing (3D
printing) and Augmented reality. The main objective of Industry 4.0 technologies is to
make manufacturing more cost-effective, to provide agility and flexibility with high-speed
manufacturing and enhanced quality.
Food logistics is a vital element of the food supply chain [3]. It is an important aspect
of fulfilling consumer demands by providing the right product and quantity at low-cost
and on-time delivery with minimum or no food waste since the majority of food products
have a very short shelf-life. It includes both cold and ambient logistics involving precise
planning, execution, and efficient monitoring to effectively manage the movement of food
products from farm to fork with minimum resources and wastage but at the same time
satisfying consumer needs. In the UK, 89% of all goods are transported by road and this
percentage increases to 98% when it comes to transportation of agri-food products [4].
Food logistics has always been service-driven with significantly high competition and
low-margin business but at the same time reacting to inconsistent consumer demands.
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Food logistics businesses have embraced information technology in their daily operations
to manage both road and food safety compliances, road conditions including congestions,
service level (on-time in-full delivery), and to improve environmental performance. Further-
more, the food logistics market has become more saturated over the last couple of decades
and new customer demands are adding more pressure and making more complicated
systems. Other contributing factors such as shelf-life, globalisation, demographic trends,
fluctuating customer demand for customised food products (e.g., gluten-free, low sugar
and salt, low calorie, etc.), and ethical sustainable standards are also adding to the pres-
sure. However, more needs to be done in order to modernise food logistics by developing
innovative solutions for improving the overall sustainability i.e., environmental, social,
and economic performance.
Although food logistics have become more efficient over the years, Industry 4.0 tech-
nologies are only recently beginning to be adopted. With this current inclination towards
Industry 4.0 technologies, new approaches to food logistics are required to reduce logistics
costs and carbon emissions in order to improve overall sustainability. Hence, it has become
crucial to address these issues and to increase food sector awareness and understanding
of the importance of Industry 4.0 while recognising the opportunities and challenges of
Food Logistics 4.0. Therefore, this paper focuses on the role of Industry 4.0 technologies
in the context of food logistics termed ‘Food Logistics 4.0’. In addition to discussing the
nine technologies stated earlier, we also consider Blockchain technologies and Artificial
Intelligence in this paper. Finally, we conclude the paper with comments on the impact of
Food Logistics 4.0.
2. Robotics and Automation
Robotics and automation are two components of the first pillar of Industry 4.0 [5].
While robotics refers to the process of designing and using a robot to carry out specific
tasks, automation is the use of other forms of automatic mechanised technology. The use
of robotics and automation in any business is driven by the company’s desire to reduce
costs, increase production quantity and operation speed. Processes performed by robotics
and automation also provide higher efficiency and an improved working environment [6].
Robotics, considered a form of automation, provides businesses with production flexibility,
which is specifically important when a sudden change to meet consumer demands is
required [7].
Robots, in their various configurations, can be programmed to manipulate objects
and carry out tasks continuously and consistently. The implementation of robotics in food
logistics spans all industry-wide functions. Initially, robots were mostly used in packaging
and palletising, but over the past couple of years, other applications have increased [8].
Integrating robotics and automation into food logistics operations allows for end-to-end
tracking and traceability throughout the supply chain. This is particularly important for
food products that are perishable and with strict handling conditions requirements [9]. Op-
timisation of goods handling and transport is the greatest benefit of robotics application in
logistics. Robotic applications offer optimised flow and tracking of material throughout the
logistics process. Robotics are often combined with sensors and imaging technologies [7].
The introduction of automation and robotics enables companies to remove employees
from hazardous working environments; typically, in which human labour must load and
unload heavy goods causing physical strain or operate forklifts in uncomfortable settings.
Automating such processes may result in the redistribution of employees and better work
settings [7]. Pal and Kant [9] expect the greater implementation of automation in logistics
for material handling upon arrival, primary processing such as sorting, quality monitoring
as well as packaging and palletising. Typically, the goods being handled are standardised
and flow along a single pre-defined process. Higher levels of automation, i.e., robotics,
are required for the handling of non-standardised goods [7].
Automating operations mainly increases productivity by decreasing the time required
to carry out tasks, thus increasing output and profit. Product quality is also increased
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by the precision associated with automation, therefore reducing defects, meeting produc-
tion requirements, creating less waste and more profit. The more productive a system,
the greater the market competitiveness. Moreover, the implementation of automation and
robotics within a company labels them as innovative, increasing competitive advantage [7].
In terms of warehouse logistics, simple basic automation can aid immensely in the
movements of products; examples include the use of automated guided vehicles (AGV).
The use of AGV allows for increased productivity as well as decreased labour and operating
costs. Perhaps the greatest benefit of using AGV to transport products is the flexibility
in controlling their path, meaning the facility may be rearranged as required easily [10].
Robotics can also be used in such settings, in which swarm robots move around products
on mounted railings [11]. Moreover, robotics can be seen in transport, sorting, packaging
and delivery of products [10]. Proximity sensors and warning systems are attached to these
mobile robots to ensure the safety of the environment in which they operate, which may
also include the presence of human labour. Drones can also be used in the monitoring and
management of inventory within production facility warehouses.
As more companies adapt to Industry 4.0, automation will become more widespread
and affect the entirety of the supply chain, spanning all of the food industry’s sectors.
Despite the promising benefits of automation and robotics, many companies hesitate to
adopt them in logistics, mostly due to the lack of understanding of the technology, and their
concerns regarding the cost of investment and maintenance of such systems [11,12]. There-
fore, there is a need to disseminate information on the benefits of automation and robotics
within the food logistics sector.
3. Big Data
Big data is data that is diverse (variety), generated in large amounts (volume) and at
a very high speed (velocity), usually known as the three vs. [13]. However, many sectors
including food supply chain partners are using this technology to extract value [14] from
this varied, voluminous, and high-speed (velocity) data, which are also represented by
4 Vs (Variety, Volume, Velocity and Value).
The developments in big data could deliver numerous benefits to the food logistics
sector. With regards to food logistics, a large amount of data is generated since a huge
number of food products are handled. These data can be related to their source of origin,
movement in the chain, dimensional parameters (size, weight), quality (appearance),
freshness, environmental conditions (temperature, humidity, microbial activity, etc.) and
location [15]. These data are generated multiple times during a day and are continuously
monitored. There is great potential to use these data to improve the operational efficiency,
customer service level and experience as well as creating new services and business models.
For example, big data can be used to optimise truck delivery routes [16,17] by processing
data in order to find or alter the delivery routes based on traffic congestions or road
accidents thus preventing food waste caused by delayed transportation due to traffic
congestion. Traditional planning and scheduling approaches are more dependent on
prediction-based historical data or staff to make decisions based on their past experiences,
or rely on supply chain partners to feed accurate data often leading to inefficiencies.
Big data can greatly increase the reliability of planning and scheduling by tallying up the
demand, capacity and resources available in real time, supporting stakeholders with better
decision-making. Big data analytics has been quite beneficial in gaining customer insights
related to demands and feedback on service level performance. Big data analytics allows
the processing of voluminous data from multiple sources to create meaningful insight not
only on customer satisfaction but operational performance, forecasting, inventory and
transportation management. Big data could also address issues such as estimating the
delivery times and capacity availability including planning in real time. Big data is not only
a vast source of useful information but can also be used to develop innovative solutions
and services to generate additional revenues.
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Although Big data has many benefits, it also has its own challenges such as storage
of data, searching and sharing of data, analysing the data and visualising it. However,
Big data could add to the financial pressures of food logistics partners as monitoring,
processing and storage of data would need high-end hardware and software, and as the
amount of data increase daily, the system would need continuous upgrading. Other issues
with big data within food logistics include data inconsistencies, scalability problems as
well as data insecurity, and there is no one-stop solution to cater to multimodal data
sources. Data insecurity can reveal crucial information regarding intellectual property
(recipes, business secrets and services), business practices, financial status, and personal
information. The vast amount of data generated consists of both valuable and confidential
information which could be a reason for cyberattacks. Although personal data may be
useful to provide targeted or relevant services, there is also the danger of preferential or
discriminative practices. For example, supermarket chains operating multiple stores across
the country could use big data to adopt a varied pricing strategy for similar products
based on customer earnings, employment rate and criminality within a locality where
they operate.
4. Simulation
Simulation is a key building block of Industry 4.0 technologies and often used for
planning and developing exploratory models for efficient decision-making as well as to
design operations of complex production systems. It also supports supply chain partners in
assessing the risks and costs involved in their operations, system implementation barriers
and impact on operational performance [18]. With more food supply chain partners under
tremendous pressure to transform and to achieve efficiency and performance targets,
new systems and processes certainly include numerous unidentified activities that can be
hard to predict but at the same time costly and time-consuming to make right the first time.
Traditionally, static modelling has aided with certain aspects; however, with the increased
demand on supply chain partners to transform, predictive digital twin proposes to deliver
dynamic and smart ways of modelling all phases of the food supply chain processes,
creating higher business value and exceptional insight. Digital twin allows supply chain
partners to model their processes within a simulated setting to enable testing and trialling
of new options of working. Digital twin imitates real-life settings such as production lines
and floor which can be continuously assessed to identify any opportunities for further
improvement. Food supply chain partners are able to know the future impact and outcome
of each situation without experiencing any risks in terms of costs and brand reputation.
Similarly, in food manufacturing and logistics systems, modelling and simulation
allows the testing and validation of products, processes, systems design and to predict
system performance. It also supports the decision-making process, education and training
sessions, leading to a reduction in costs [19]. Furthermore, simulation can be used for
forecasting, evidencing, justifying, recommending, and for practical direction. For ex-
ample, Mars, the United States (US)-based confectionery, sought to increase efficiencies
throughout its six sites in the US without compromising the quality of products manu-
factured [20]. However, each site faced complex internal supply chain issues generated
by varied chocolate-producing capabilities, several chocolate varieties and inconsistent
product mix and consumer demands. Initial research showed that for addressing these
issues, more sophisticated modelling capabilities are required, therefore a simulation model
predicting supply chain performance based on the above variables was created. This pro-
vided Mars with insight into current and intended future operations based on simulation.
The result was risk recognition and capitalisation on opportunities to achieve cost savings
and performance-related improvements. Hoffa-Dabrowska and Grzybowska [21] demon-
strated the use of simulation modelling in consolidating the transport order to improve the
sustainability of the supply chain. This resulted in reducing the number of trucks on the
road leading to lesser carbon emissions, congestion, and accidents. Therefore, simulation
Logistics 2021, 5, 2 5 of 19
models can support scheduling deliveries, designing storage locations, defining of expiry
or usage rates, transport capacities and lead times, automated systems, and process times.
Simulation has its own challenges, such as physically testing all the scenarios in the
food supply chain may not be possible and also the simulation software can be highly
complex which may require significant learning and training for users. Investment in
technology and training support from the simulation provider are required. Supply chain
partners may need to assign suitable resources to train existing staff or hire new staff
which may be a significant cost in terms of finding, training, and paying. Other challenges
associated with simulation tools are that they provide limited interoperability between
different supply chain partners. As some of the food supply chains are very complex,
this adds to the complexity and would require a high-performance simulation model
which needs upgradation to powerful machines and hardware. With regard to lifecycle
simulation, only a few simulation tools seriously consider product lifecycle costs and
environmental issues. Furthermore, simulation tools associated with a virtual factory,
particularly those concerning data collection, control and monitoring are still in the nascent
stage, costly, complex, and difficult to apply.
5. System Integration
System integration is the process of connecting various subsystems into one coop-
erating system to deliver overarching functionality. Modularity in the tasks of running
a business via subsystems is often desirable for easier implementation of technological ad-
vancements in specific areas, and the ability to adapt quickly to changing needs. However,
interoperability, data integration, robustness, stability, and scalability need to be considered
for the full benefits of a distributed, modular system to be realised. With the Internet of
Things (IoT), another consideration is the capability to handle large volumes of data in
real time.
The main means of achieving some form of integration are:
• Point-to-point integration (or one-to-one integration) typically for one function (e.g.,
many cloud-based applications)
• Vertical integration
• Star integration (or spaghetti integration)
• Horizontal integration often using an Enterprise Service Bus (ESB) or Integration
Platform as a Service (iPaaS)
• Common data format integration (e.g., some Enterprise Application Integration
(EAI) systems)
Although iPaaS is the leading edge of current systems integration, workflow mediation
may be an issue as well as other limiting features such as being tied to a single proprietary
platform with a reduced selection of languages, tools, and hosting choices. An exemplar
company that uses iPaaS is Taylor Farms, supplying produce to many of the largest
supermarket chains and restaurants in the US [22]. Finding the best technological solution
depends on the environment in which the system integration method is to be deployed.
The subsystems to be connected may be internal to an organisation, but in food
logistics, the environment of connections is both internal and with third parties. A study of
logistics integration in the food industry finds that companies should achieve a high level
of internal integration before initiating any external integration [23]. A systems integration
architecture for a one-stop information management platform for traceability and logistics
management of fresh agricultural products supply chain has been proposed [24].
The opportunities presented by system integration include decreased costs and im-
proved efficiency, competitive advantage, and offering better products to customers.
These opportunities may be realised by addressing the specific challenges of food lo-
gistics within global supply chains of increasing complexity including maintaining quality,
safety, and freshness. A highly efficient intelligent logistics system has also the potential to
reduce food waste, but efficient algorithms that accommodate uncertainty in demand have
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yet to be developed [25]. Furthermore, considerations such as halal products may require
dedicated logistics infrastructure [26].
Recent research indicates that the relationship between information sharing and
perishable product supply chains (PPSC) is unclear, indicating the need for additional
research [27]. Quality Management Systems (QMSs) are demonstrated to be important in
addition to information system integration in European pork supply chains [28]. However,
from an efficiency perspective, the challenge lies in harmonising the various QMSs as many
are certified and audited separately.
Other challenges to system integration include an unwillingness to share data or
outsource certain operations to third parties, unclear communication and responsibilities,
functionality disagreements, cost of integration, insufficiently skilled human resources,
and lack of standards for integration. Some of these challenges are solvable with iPaaS
such as enabling hybrid integration platforms (HIPs) to deal with the integration of legacy
systems that may be essential to the core business of an organisation. Existing system
integration projects have experienced failure rates of up to 70%. This knowledge alone
serves to discourage their implementation. Successful implementation requires appropriate
management of the challenges.
6. Internet of Things (IoT)
IoT is a network of physical objects (things) which are embedded with sensors and
actuators, as well as software that allows the exchange of information with other devices
over the Internet [29]. In short, IoT includes everything connected over the Internet, but IoT
is being used to define things that communicate with each other.
The complexities involved with global food logistics are already creating challenges
with the visibility, transparency, compliance and maintaining of product integrity. In sim-
pler words, long supply chains with multimodal transportation are already adding chal-
lenges to real-time monitoring. In the case of a food product recall, a swift and accurate
response is needed to avoid any kind of untoward incidents happening due to the con-
sumption of food. The MovingNet is a Vehicular Ad-Hoc Sensor Network comprising of
multiple sensors was mounted on a public transport system to detect the production of
counterfeit alcohol [30]. Ma et al. [31] demonstrated the incorporation of IoT into the Enter-
prise Resource Planning (ERP) system of a pork supply chain to create an early warning
system in regard to pork quality; the system cut down the logistics costs and improved
the circulation efficiency. IoT with increased connectivity can aid in improving the food
quality, food safety and operational efficiency by optimising operations through predictive
maintenance and reduced operational costs [32–34]. For example, application of IoT in
food transportation is shown in Figure 1. The food truck is fitted with various sensors to
track vehicle location, monitor temperature, control stock management, and for protection
by assessing the vehicle’s needs for maintenance, informing about route changes in case of
traffic jams, etc.




Figure 1. IoT-Powered food haulage truck. 
The other common applications of IoT for food logistics are capacity sensing (com-
municating about open spaces in a warehouse, port or parking lot), planning and report-
ing (systems to detect and analyse the delivery network to provide accurate delivery dates 
and times), route optimisation (to map the shortest or more fuel-efficient route), energy 
management (to monitor and improve decision-making with regards to the use of fuel 
and lighting, maintaining required temperature), and fault detection and resolution (mon-
itor faults with transport medium and its maintenance needs). Moreover, it can also be 
used for environmental monitoring and management (systems that can monitor and con-
trol the temperature of the food products), threat detection and prevention (to detect un-
authorised openings of food shipments) and real-time traceability (to track not only the 
shipments but individual food products). 
Although IoT has numerous benefits for food logistics systems, it also has its disad-
vantages. For instance, Ferreira et al. [35] discussed the use of several applications related 
to vehicular sensing as well as the connectivity issues associated with the mobility and 
limited wireless range of an infrastructure-less network based only on vehicular nodes. 
Capturing the data and then analysing it to get meaningful information for the whole food 
supply chain needs a great deal of infrastructure. As IoT devices are made by different 
manufacturers and for operability purposes, these devices need to talk to each other but 
this also raises concerns around data security. The other issue is that a majority of IoT 
devices are usually shipped with default passwords e.g., 0000, 1111 etc. which makes them 
easier to be manipulated by unscrupulous agents. Furthermore, developing a new app for 
every new IoT device and logistics systems is not conducive to scaling. 
7. Cybersecurity 
The information related to data involved in logistics planning and execution is plen-
tiful. The use of technology makes storing and navigating this data easier, which also 
paves the way for simpler and faster logistics planning. Therefore, gone are the days of 
paper-tracking, with Industry 4.0, increased digitisation and connectivity, the use of com-
puter-based management systems are increasing widely in supply chains, making them 
susceptible to cyberattacks [36]. Targeted attacks have been steadily increasing worldwide 
spanning all industries and sectors, including businesses, schools, hospitals, governmen-
tal websites etc. Whenever a new technology is introduced into an industry, cybersecurity 
becomes an issue. To prepare for technology’s adverse consequences, companies must 
ensure their systems are secure. Cybersecurity is imperative to companies who use com-
puter systems (laptops, tablets, phones, GPS, etc.), wireless internet, Radio Frequency 
Identification (RFID), any type of sensors, AGV or Artificial Intelligence (AI) [37]. 
The considerations of cybersecurity within the food industry are scarce; however, 
with the advancement of Industry 4.0 and the increasing implementation of technologies, 
it must become a constant thought [38]. The food industry is considered one of the easiest 
industries to infiltrate due to its unique infrastructure, making bioterrorism a high risk, 
Figure 1. IoT-Powered food haulage truck.
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The other common applications of IoT for food logistics are capacity sensing (commu-
nicating about open spaces in a warehouse, port or parking lot), planning and reporting
(systems to detect and analyse the delivery network to provide accurate delivery dates
and times), route optimisation (to map the shortest or more fuel-efficient route), energy
management (to monitor and improve decision-making with regards to the use of fuel and
lighting, maintaining required temperature), and fault detection and resolution (monitor
faults with transport medium and its maintenance needs). Moreover, it can also be used
for environmental monitoring and management (systems that can monitor and control the
temperature of the food products), threat detection and prevention (to detect unauthorised
openings of food shipments) and real-time traceability (to track not only the shipments but
individual food products).
Although IoT has numerous benefits for food logistics systems, it also has its disad-
vantages. For instance, Ferreira et al. [35] discussed the use of several applications related
to vehicular sensing as well as the connectivity issues associated with the mobility and
limited wireless range of an infrastructure-less network based only on vehicular nodes.
Capturing the data and then analysing it to get meaningful information for the whole food
supply chain needs a great deal of infrastructure. As IoT devices are made by different
manufacturers and for operability purposes, these devices need to talk to each other but
this also raises concerns around data security. The other issue is that a majority of IoT
devices are usually shipped with default passwords e.g., 0000, 1111 etc. which makes them
easier to be manipulated by unscrupulous agents. Furthermore, developing a new app for
every new IoT device and logistics systems is not conducive to scaling.
7. Cybersecurity
The information related to data involved in logistics planning and execution is plen-
tiful. The use of technology makes storing and navigating this data easier, which also
paves the way for simpler and faster logistics planning. Therefore, gone are the days
of paper-tracking, with Industry 4.0, increased digitisation and connectivity, the use of
computer-based management systems are increasing widely in supply chains, making them
susceptible to cyberattacks [36]. Targeted attacks have been steadily increasing worldwide
spanning all industries and sectors, including businesses, schools, hospitals, governmental
websites etc. Whenever a new technology is introduced into an industry, cybersecurity
becomes an issue. To prepare for technology’s adverse consequences, companies must
ensure their systems are secure. Cybersecurity is imperative to companies who use com-
puter systems (laptops, tablets, phones, GPS, etc.), wireless internet, Radio Frequency
Identification (RFID), any type of sensors, AGV or Artificial Intelligence (AI) [37].
The considerations of cybersecurity within the food industry are scarce; however,
with the advancement of Industry 4.0 and the increasing implementation of technologies,
it must become a constant thought [38]. The food industry is considered one of the easiest
industries to infiltrate due to its unique infrastructure, making bioterrorism a high risk,
threatening the welfare of consumers, resources and the economy [37]. The food industry’s
logistics chain is considered even more vulnerable and prone to cyberattacks due to the
large number of stakeholders involved, for example, producers, manufacturers, retailers,
etc. [39].
Industry 4.0 is interconnecting companies’ physical and virtual systems with the
Internet, creating Cyber-Physical Systems (CPS). The use of IoT in this connectivity holds
many concerns, as there are still unknowns about upholding security. As these new
technologies gather data and control the industry’s systems, it puts them under threat of
hacking and interference. Guidance on the matter remains scarce as Industry 4.0 unravels.
Therefore, Dawson [40] suggests that as companies introduce Industry 4.0 technologies,
they should follow several security control regulations to protect them against cyberattacks.
According to Prabhughate [39], the logistics industry has been very slow at adopting
technologies that are very promising to its operations. As this continues to increase,
the industry can benefit from early detection of the security of their systems, in which
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companies are advised to detect liabilities and ensure a strategic plan is in place for any
pitfalls. There are many steps logistics companies can assess in order to reduce the risk
of cyberattacks [41]. Before implementing any new technologies into their operations,
they can assess its security specifications and consider their risks. Technology providers are
able to advise companies on the safety measures needed for certain systems. Conducting
staff training to ensure cybersecurity is in place is also efficient for safe operations, phishing
email drills are an example of such pieces of training [42]. Along with this, a fallback plan
must be in place as there is no guarantee that safety measures taken are enough to prevent
security breaches. Lack of cyberattack risk assessment and safety plans make systems
vulnerable, further endangering logistics operations.
As the use of more technology and the connectivity of Industry 4.0 continues to be
adopted in the food logistics industry, there needs to be greater awareness of the associated
cyber threats. The knowledge of planning for and implementing cybersecurity must be
widespread; there is also a need for accessible tools to plan for cybersecurity within the
food industry as well as policies and regulations [37].
8. The Cloud
The cloud is a system used to store data in multiple servers. These servers are typically
in a different location than that of the data owner and are managed by a hosting company,
who has the responsibility to ensure the data is accessible and safe.
Cloud manufacturing is a concept related to the use of the cloud in manufacturing
companies. Cloud manufacturing has been defined as “a model for enabling aggregation
of distributed manufacturing resources (e.g., manufacturing software tools, manufacturing
equipment, and manufacturing capabilities) and ubiquitous, convenient, on-demand net-
work access to a shared pool of configurable manufacturing services that can be rapidly
provisioned and released with minimal management effort or service operator and provider
interaction” [43]. Cloud manufacturing provides users with virtualised manufacturing
resources, abilities, and capabilities in the form of services over the Internet [44]. The archi-
tecture of cloud manufacturing is based on the following layers: resource layer, perception
layer, service layer, middleware layer and application layer [45]. Cloud manufacturing
can make the manufacturing industry more service-oriented, collaborative, and innova-
tive [46], by sharing manufacturing services, such as computational, software and physical
manufacturing resources, offered on-demand [47].
Cloud manufacturing can play a key role in sustainable industries, particularly
thanks to collaborative design, greater automation, improved process resilience, and
enhanced waste reduction, reuse, and recovery [48]. There are various examples of cloud-
manufacturing systems that aid in logistics operations. For instance, [49] integrated cloud-
manufacturing and IoT infrastructures to enable a control mechanism for production logis-
tics synchronisation. This system allows real-time data capturing and dynamic resource
management. Zhou et al. [50] provided a mathematical model for a logistics scheduling
problem with cloud manufacturing, and proposed a scheduling method to reduce the de-
livery time from manufacturers to customers that performs better than alternative typical
strategies.
The cloud can support logistic operations in the food sector. Some of the advantages
that the cloud can offer in food logistics are:
- Information can easily be shared and accessed in real time by staff from different
departments and even organisations. This improves communication between different
agents of the food supply chain and speeds up processes, particularly related to
logistics, which rely upon demand from customers to manufacturers.
- Responsibilities for data storage are passed to the hosting company, minimising costs
associated with this activity.
- Although using the cloud has a cost, the user only pays for what is being used.
Alternatively, if the business stores its own data, it will normally have an excess of
capacity in their servers and backup devices, which is not being used. It must also be
Logistics 2021, 5, 2 9 of 19
noted that using the cloud usually incurs monthly expenses, while for self-storage of
data the costs are typically a one-off.
- Using the cloud allows businesses to cut their energy consumption, reducing en-
ergy costs.
- Since data in the cloud is often located in more than one server, usually in different
geographical locations, this system also provides a backup function.
- Companies accessing host servers via the cloud can also use different services pro-
vided by the host, such as applications. Furthermore, the computer power of the
host may be better than that from the company’s own devices, enabling businesses to
perform some operations faster.
Using the cloud for food logistics also presents some challenges. The main issue is
around security concerns. As data is stored in several locations, hackers could try to access
it by attacking each location. Using secure systems is paramount to avoid such problems.
It is highly recommended to encrypt data before it is stored. Furthermore, private clouds
can also be used, instead of or in addition to public clouds.
Storing the data in different locations may also create legal issues, mostly if data is
stored in different countries. It is important to make sure there is no breach of regulations.
Another potential problem is that although using the cloud is relatively simple, users
must learn the concepts including how to store and access the data in a new way. Additional
technology may be needed. This makes the use of cloud systems more complicated.
Furthermore, reliance on additional technologies and services may make the system more
prone to errors. For instance, a weak or interrupted Internet connection may cause some
data stored in the cloud to not be available.
Moreover, although the cloud allows cutting some of the economic costs, as explained
above, it must be remembered that implementing these solutions incurs a monetary in-
vestment. Most commonly, monthly payments must be arranged. This means that using
the cloud may or may not be a more economical solution than more traditional methods.
This should be assessed on a case-by-case basis.
In conclusion, the use of the cloud is already widespread in many businesses, including
food manufacturing companies with large logistic operations. The cloud presents important
advantages over traditional systems, such as simple and quick data sharing. However,
disadvantages must also be taken into account, particularly regarding data security. It is
also important to assess each case, to elucidate if using the cloud reduces or increases
economic costs.
9. 3D Printing
3D printing, also known as additive manufacturing, has been known for several
years, but it is becoming increasingly popular at present. It is an emerging technological
innovation capable of transforming and revolutionising plenty of industries, spanning man-
ufacturing, building, education, aviation, and health care including food industry [51,52].
3D printing simply refers to processes in which material(s) is/are joined or solidified under
computer control to create a 3D object. The technology is controlled using computer-aided
design (CAD) software that instructs a digital fabricating machine to shape 3D objects
by successive addition of material layers [53]. Furthermore, 3D printing allows prede-
fined slices of the designed and desired objects to be printed layer by layer (bottom to
top) [53,54]. Figure 2 shows a generative procedure for 3D printing. Usually, the CAD
model produced is made in Standard Tessellation Language (.STL) file format while the
model is made as a limited model with triangular facets in the STL document file [55,56].
In 3D printing, several techniques exist, using different materials [57]. For example, some of
the processes of 3D printing technology include binder jetting [58], directed energy depo-
sition [59], material jetting [60], powder bed fusion/binding [61], sheet lamination [62],
vat photopolymerisation [63] and material extrusion [61]. Table 1 shows the description of
these processes.
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Table 1. Description of main 3D printing processes.
Type Description
Binder jetting
Each powder layer is distributed evenly across the fabrication
platform, and a liquid binder sprays to bind two consecutive
powder layers
Direct energy deposition Energy is directed into a small region to heat a substrate and meltmaterial being deposited
Material extrusion
The material is pushed out through a nozzle when constant
pressure is applied after which the extruded material will deposit
and fully solidify on the substrate at a constant speed
Material jetting
Liquid droplets are deposited on the working platform to
partially soften the previous layer of material and then solidify as
one piece
Powder bed fusion
A thermal source such as a laser is used to induce partial or full
fusion between powder particles, then a roller or blade recoater is
used to add and smooth another powder layer
Sheet lamination Material sheets are either cut by using a laser or combined usingultrasound
Vat photopolymerisation Photo-curable resins are exposed to laser and undergo a chemicalreaction to become solid
Several potential benefits of 3D printing technology in the food sector have been
reported. This technology is emerging as a contemporary method by which food is prepared
and presented [65]. Some other potential advantages include customised food designs,
personalised and digitalised nutrition, simplifying the supply chain and broadening the
source of available food material [66]. Consumers can print different complex food design
and customise confectionery shapes with existing data containing culinary knowledge
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and artistic skills from chefs, nutrition experts, and food designers [67]. In practical terms,
Foodini, a 3D printer is designed for household kitchens in which food is prepared using
a blender and the mix is printed through the 3D printer to create the product [68].
Generally, logistic goals involve achieving the 5R rule, i.e., delivering the right prod-
uct at the right place, at the right time, at the right quantity and the right amount [52].
Food logistics are a key part of the food chains that connect producers with consumers,
i.e., the food chain is the link between where food is originally produced on the farm,
where it is processed, stored, and distributed to consumers. Each stage of the chain will
involve logistics which move food, or the products used to produce and protect food in
the supply chain [68]. Food logistics is a very complex and arguably an inefficient system,
consequently, increasing cost throughout the supply chain, hence, posing real challenges in
the adoption of end-to-end, single systems to transport food. 3D printing technology has
proven to be efficient in simplifying food supply chain by replacing the traditional process-
ing technology [69], for chocolate printing [70] and for customised food fabrication [71].
The application of this technique will increase the proximity of manufacturing activities to
the customers/end-users, thereby reducing transport volume as well as lower packaging,
distribution and overriding expenses. As a consequence, managing inventory for food
manufacturers would become easier and cheaper as they would be able to manufacture
food based on demand. Also, the reduced transportation movement in the supply chains
may possibly result in reduced structure wear and tear due to less total traffic from longer
distance truck trips. Another advantage of reduced movement is the lowered vehicle
emissions which is a bonus to the environment, especially when compared to little or no
material wastes from 3D printing as only the required amount of raw materials is used to
make food.
Although the benefits of 3D printing technology have been shown, some challenges
for this technology to be widely used in this sector exist. Consumer attitude on 3D food
printing and their resultant products is still viewed with suspicion [53]. According to
Brunner et al. [72], the acceptance of new food technologies is closely linked to the perceived
benefits, risks, and naturalness. The study by Lupton and Turner [73] revealed that most
consumers were dissatisfied with food produced by 3D printing technology due to fear
that the material is unsafe, inedible, and nutritionally depleted. To increase consumer’s
interest and appetite, precise and accurate printing must be achieved in cognisance of the
material properties, process parameters and post-processing methods [66].
10. Augmented Reality (AR)
AR is a system that connects virtual and real objects by adding digital resources on top
of the current view of the real world [74,75]. According to [76], AR systems must combine
real and virtual worlds, offer real-time interaction, and provide accurate 3D registration
of virtual and real objects. Hardware needed for AR includes a sensor, to capture the
real-time image of the real world, and a screen, where both real and virtual worlds are
displayed. Therefore, AR can be used in devices such as tablets, smartphones, eyeglasses,
and head-up displays.
The use of AR for industrial applications is named industrial augmented reality (IAR).
Although IAR systems are becoming more widespread, this area can be considered a new
field, with few industries benefitting from the use of these technologies. To successfully
implement AR in an industrial setting, both technology aspects and the organisational fit
are key success factors [77].
IAR has already shown important benefits in logistics [78]. For instance, IAR can
help to minimise inventory costs by facilitating warehouse management [79]. This can be
achieved by reducing the error rate, increasing flexibility, improving reliability, speeding
operations, improving the safety of staff, and improving the engagement of operators [80].
Although the use of IAR systems in food logistics has not been explored in detail, it of-
fers a wide range of opportunities in this industrial sector, including in the following areas:
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- Safety of workers. Food industries commonly use heavy machinery for certain opera-
tions, e.g., packing and storing in a warehouse. IAR can keep the operator informed
about the status of the machinery and highlight any potential risk [81]
- Maintenance. Maintenance of industrial equipment, as well as repair, can be aided
by IAR. IAR can show relevant images, videos or highlight specific points of the
machinery, as well as give detailed sequential instructions, to support the maintenance
of machinery. For instance, Ref. [82] proposed a methodology to create technical
documentation in AR based on the use of simplified technical English and 2D symbols.
- Training. As with maintenance, IAR can show images and videos, and give detailed
sequential instructions, to train staff in the use of a machine or a specific protocol.
- Quality control. IAR can facilitate the identification of errors, damaged products
or products below the quality specifications. For instance, a damaged packaging or
missing printed information in a label can be more easily identified with the help
of IAR.
- Design and layout. When a new logistics operation is designed and going to be set,
IAR can help visualise how the machinery will be placed in the industrial plant or
warehouse, and how the flow of materials and machine use will occur. This helps in
identifying early errors and optimise logistics operations.
- Communication. IAR can put in touch different members of the team, from the same
or different industrial plants. Communication in this case is facilitated by showing
the image of the team member in communication with, who can give more clear
instructions on how to proceed. Similarly, IAR can facilitate brainstorming and
discussion meetings among team members to optimise operations [83].
- Location. IAR can help in identifying where a specific product to be retrieved is
located in the warehouse and give directions to staff to find it. Similarly, the areas
of the warehouse where free locations are available to store the products can also be
identified to speed up logistics operations. IAR can also show where different tools,
machinery or areas of the industrial plant are located.
- Language translation. In global food supply chains, food industries receive ingredients
from a wide range of countries. Potentially, their labels might be in the local language
of origin, which staff may not be able to understand. IAR can provide translations of
the product labels by scanning the labels in the original language and providing the
automated translation.
- Expiration of products. If expiration dates of each product are stored, IAR can easily
identify products that are going to expire shortly and therefore have priority to be sold.
Nevertheless, several challenges are hindering the use of IAR, particularly in food
logistics. For instance, privacy issues are one of the major concerns, as a lot of information
is often stored in the cloud and could be accessed if the system is hacked. This is why secure
systems are particularly important in Industry 4.0. Acceptance of IAR from potential users
is also a common problem [80,84] that can be addressed emphasising the advantages of
the system and giving adequate training. However, training delivery may be an important
disadvantage of IAR, as this costs time and money. In any case, training is necessary to
introduce IAR in an industrial setting, as this will be a new technology for most workers,
who need to understand how to use it appropriately.
In addition to training costs, the cost of implementing such technology in an industrial
setting may be significant, as several devices are required, usually one per worker using
IAR. Although these devices are generally expensive, it is expected that their costs will be
reduced in the short term, making IAR implementation more economical.
Hardware and software have also been identified as significant limitations of AR
that require further research and development. In particular, the user interfaces and user
interactions must be improved so AR becomes more widely adopted in the industry [78,80].
Improvements in this area are also expected in the near future, as research progresses to
optimise IAR systems.
Logistics 2021, 5, 2 13 of 19
In conclusion, AR is already an established technology that can be implemented in
systems that support logistics operations, for instance in the food industry. Although
there are still some challenges to face, particularly in terms of economic costs and privacy
issues, the advantages of such systems are clear. It is expected that AR will be more widely
implemented in industrial settings in the near future to optimise industrial operations.
11. Blockchain
A large amount of data is being generated by sensors used within the food supply
chain. These data can be readily available in real time but need to be accessed in a secure
environment. This may be achieved using Blockchain. Blockchain is resistant to any
alteration of its data and therefore is being aggressively pursued by industries. In short,
it is a distributed and secure ledger which can be retrieved and written from any approved
location and its data is stored on a peer-to-peer network rather than in a central location.
Blockchain has several benefits in food logistics such as increased efficiency in ship-
ping, transparency, shipment or goods tracking, fewer issues arising due to misplacement
or theft of goods [85] and faster processing of invoicing and payments. It can help to lessen
the majority of the issues associated with logistics including procurement, transportation
management, track and trace, customs collaboration, and trade finance [86]. Import and
export of food products include an excessive amount of paperwork. Maersk found that
a single container may need approval from 30 officials including customs, tax, and health
authorities [87]. Although containers may take minutes to load but can be held up at the
destination port for days if a piece of paper goes missing leading to the spoilage of food.
Sometimes the cost of moving and keeping track of all the paperwork equals the cost of
physically moving the container around the world. Therefore, Maersk and IBM developed
a collaborative Blockchain-based system for digitising trade workflows and end-to-end
tracking. This system allows the stakeholders to view the movement and exact location
of goods within the supply chain. Additionally, Blockchain technology provides secure
data exchange and a tamper-proof repository for this documentation. It has the poten-
tial to deliver significant savings through a reduction in delays and fraud. For example,
ZIM an ocean shipping company through their pilot project on Blockchain system suc-
cessfully demonstrated how the bill of lading is issued, transferred, and received through
their decentralised network. Blockchain system plays an important role in bringing trans-
parency to the supply chain by collecting and storing the data on how food products are
manufactured, where they are sourced from and how they are processed. The information
stored on the Blockchain system is permanent and shared seamlessly, giving supply chain
partners more complete track and trace competence than before. Hence, this system, in
addition to providing legitimacy and authenticity, can also confirm if the product is ethi-
cally sourced, its storage conditions and prevent counterfeiting of products. For example,
Walmart demonstrated the use of Blockchain technology to track, trace and ensure safety of
pork from China and mangoes from Mexico [88]. Blockchain technology can also support
with the invoices containing inaccurate data leading to disputes as well as process ineffi-
ciencies, which can happen due to misplaced or delayed delivery. Blockchain technology
can resolve these disputes by digitising documents and real-time delivery data to generate
smart contracts. For example, on delivery of Blockchain connected food products, the time
and condition of delivery will be automatically confirmed. Food products can be verified
delivered as per the agreed terms and conditions such as temperature, intact packaging, etc.
and discharge correct payments to the appropriate partners, thereby increasing efficiency
and reliability.
Blockchain technology has numerous benefits; however, it also has its share of chal-
lenges such as differing data models among supply chain partners, integration into existing
IT system, continuously evolving Blockchain technology and managing the flow of infor-
mation among supply chain partners [89]. Apart from these challenges, Blockchain also
needs to address scalability issues in case of transactions increasing exponentially and
limited capacity to handle and store large amounts of data [90]. Wu et al. [90] further claim
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that Blockchain technology has issues associated with data integrity, privacy, and subject to
security threats such as mining attack leading to data and revenue loss for food companies.
The majority of Blockchain technology projects within the food sector are at a nascent stage
and therefore, food manufacturers are still hesitant to pursue this technology aggressively.
Also, implementation of Blockchain technology may require significant investments [91] as
well as diverse skillsets, knowledge, materials, and expertise to transform digital data into
better decision-making [92]. Regulations and policies with regards to the implementation
of Blockchain technology in the food sector are not defined by the government and various
misconception about the technology need to be addressed as it results in restrictions and
limits its adoption in the sector [93].
12. Artificial Intelligence (AI)
AI in industrial applications can be categorised as descriptive, predictive, or prescrip-
tive [94]. Descriptive AI mines the data generated by sensor-enabled operations to uncover
new relationships leading to improvements in process design and control. Predictions and
prescriptions may be generated by AI if cause-and-effect relationships are at least partially
understood. An example of predictive AI is condition-based maintenance which depends
on accurate estimates of future failure times. Prescriptive AI generates recommendations
for operational actions. The first challenge for research will be to link food logistics needs
with appropriate AI.
Decision support systems are not novel, but recent advances in machine learning
are being increasingly used in all three categories of AI to move away from model-based
algorithms to the use of training data and statistical techniques with only partial or no
reliance on models. This expands the range of applications, and there is an opportunity to
use this new potential to significantly impact many operations and supply chain processes
including the reduction of food waste, control of warehouse conditions and priorities,
supplier selection, and shipment delays. Identifying criteria for what comprises appropriate
data and the related statistical techniques will be the next challenge.
In food supply chain operations, technologies are mainly used for exchanging infor-
mation to ensure uninterrupted flow. AI adoption will require the secure sharing of data
among all supply chain partners to prepare for future scenarios. However, many small and
medium enterprises (SMEs) upstream of food industries are finding it difficult to keep up
with the digital transformation [95]. Unclear economic benefits and high investment re-
quirements are barriers to the 4.0 transformation of SMEs [96]. The challenge here will be to
enable secure participation of all individual supply chain actors globally. Such a delegation
of decisions would allow for rapid adaptation to changing business environments [97].
There are three related initiatives for supply chain strategies: Vendor Managed In-
ventory (VMI) in which upstream suppliers or manufacturers are authorised to monitor
retailers’ real-time inventory levels and replenish accordingly; Efficient Consumer Re-
sponse (ECR) which is applied in the food industry to alleviate supply chain inefficiencies
by with retailers share point-of-sales data with supply chain partners; and Collaborative
Planning Forecasting and Replenishment (CPFR) which uses real-time data in the supply
chain to facilitate demand forecasting, inventory management, production and replenish-
ment planning, and order fulfilment [98]. Due to the price points of food commodities,
time-sensitivity, perishability, and shelf-life, CPFR is critical for autonomous decisions
across areas such as timely supply, food production, processing, wholesale, distribution,
marketing, and retail.
However, there is low adoption of CPFR by upstream actors such as input suppliers,
agri-food producers, packaging suppliers, logistics providers, and wholesalers [95]. Re-
tailers face barriers of investment and time required to continually update in-house data
management solutions or third-party forecasting systems. In-house systems and various
third-party solutions lack standardisation. Resolving standardisation issues will require
joint efforts by industry associations, policymakers, and researchers. AI will not truly come
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into its own unless the challenges of low adoption and standardisation are jointly overcome
to enable adaptability and self-learning in supply chains.
When sufficient data sharing is realised across the supply chain, the challenge will
be to allocate appropriate authority for decision-making. For decentralised decisions,
local decision-makers are likely to be favoured due to with access to more immediate
information. Leaner logistics planning is likely to be facilitated through decentralised
decision-making [97]. However, there is a risk that decentralised decisions may not be in
sync with each other and overall objectives. Researchers should investigate the facilitation
of decision-making to identify appropriate authority for AI-based logistics platforms.
Humans will still be needed in Food Logistics 4.0, and their work will be influenced
and supported by AI. There is a role for human intuition within an IoT and AI application
environment in logistics and supply chain processes [99]. Consequently, human factors
will have an important impact on the adoption and benefit of AI. Identifying solutions for
managing the human-machine interface will be a challenge for researchers.
A related human resource challenge is the lack of qualified employees across the
global value chain that have an understanding of data science, information technology,
and AI. This is an opportunity for researchers and policymakers to co-create the necessary
educational foundations.
13. Conclusions
We have discussed various Industry 4.0 technologies and approaches defined under
the paradigm of Food Logistics 4.0. We came to the conclusion that technologies and novel
solutions such as Robotics and Automation, Big Data, Simulation, System Integration,
Internet of Things, Cybersecurity, The Cloud, 3D printing, Augmented Reality, Blockchain,
and Artificial Intelligence will be crucial for the sustainable development of food logistics.
These technologies will not only improve efficiency but also build customers’ trust in the
food products they consume. We further identify opportunities available to improve food
logistics by adopting Industry 4.0 technologies to reduce cost and time while maintaining
the quality of food products during transport within the supply chain. Moreover, the focus
on the challenges of these Industry 4.0 technologies indicate possibilities for dealing with
them. With this paper, we provide insight to other food supply chain partners into Industry
4.0 technologies which may lead to knowledge transfer and new innovative solutions for
a more sustainable food supply chain in which environmental impacts are minimised and
socio-economic benefits are maximised.
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